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Conep:xkanue

[TacrtopT POHIA OTIEHOUHBIX CPEICTB. ...t vveenreeneeanneeenneenneenneenneeannennnss
3a4ETHO-IK3aMEHAITUOHHBIC MATEPHAIIBL. ... uuttteeeennnnneeeenneeeeennnnnneenns
KoHTpoabHO-U3MepUTENbHBIE MAaTEPUAIIBI (TECTHI, OMPOCHI, 33/1a4H, Keiic-
3a7a4m):



HACHOPT
®OHJA OHEHOYHbBIX CPEJACTB
10 AUCHUIIIIMHE <<KOMHLIOTeprIe ceTn»

B pesynbraTe ocBoeHUs y4eOHOM TUCIUTUITMHBI 00YYarOIHICs TOIKEH
yMeTh!:

- OPraHU30BBIBATh U KOH(PUTYPUPOBATH KOMIIBIOTEPHBIE CETH;

- CTPOUTH M aHATM3UPOBATH MOJIENIA KOMITBIOTEPHBIX CETEH;

- 3()PEeKTUBHO MCITOIH30BAThH aNlIAPATHBIC U IPOTPAMMHBIC KOMITOHEHTHI
KOMITBIOTEPHBIX CETEH MPU PEIICHUHU Pa3IuYHbIX 3a/a4;

- BBITIOJIHATH CXEMbI U YEPTEKU IO CIEIUATBHOCTU C UCTIOIB30BaHUEM
MPUKJIAJHBIX TPOTPAMMHBIX CPEJICTB;

- paboTaTh ¢ MPOTOKOJIAMH Pa3HBIX YPOBHEH (Ha MpUMepe KOHKPETHOTO
cteka npotokosioB: TCP/IP, IPX/SPX);

- YCTaHABJIMBATh U HACTPAUBATh MapaMETPhI MPOTOKOJIOB;

- MPOBEPSATH MPABIWIBHOCTD TIEPEAaun JaHHBIX;

- 00HapYXKMBATh U YCTPAHATH OMIMOKH MpHU Mepeaade JaHHBIX.

B pesynbTaTe ocBoeHUs y4eOHON AUCITUIUIMHBI 00Y4arOIIUIICS JOHKEeH
3HATH:

- OCHOBHBIC IMOHATHS KOMITBIOTEPHBIX CETEH: TUIIBI, TOTIOJIOTUN, METO IBI
JOCTYyIIA K Cpefie mepeadu;

- arnmapaTHbie KOMIIOHEHTHI KOMITBIOTEPHBIX CETEH;

- IPUHITUIIBI TAKETHOM Mepeayn IaHHbIX;

- IIOHSATHE CETEBOM MOJCIIH;

- ceTeByto Mojiesib OSI u ipyrue cereBbie MOJIENH;

- IPOTOKOJIbI: OCHOBHBIC MIOHATHUS, IPUHITUIIBI B3aUMOJICHCTBUS, Pa3INIUs U
O0COOEHHOCTH PaCIPOCTPAHEHHBIX MTPOTOKOJIOB, YCTAHOBKA MPOTOKOJIOB B
OTIEPAIIMOHHBIX CUCTEMAX;

- aJipecalliio B CETAX, OPraHU3aLMI0 MEKCETEBOIO BO3ICUCTBUSI.

B nporiecce ocBoeHUST TUCHUIUIUHBI Y CTYICHTOB JOJIKHBI OBITh CPOPMUPOBAHBI
ob6mue komnerennuu (OK):

B mporiecce ocBoeHUS TUCITUTIIIUHBI Y CTYIEHTOB JOKHBI OBITH
chopmupoBanbl oomue kommneteHuu (OK):

OK 1. Beibupats criocoObI perieHus 3a/1a4 npodeccuoHaIbHOM eITeTbHOCTH,
MPUMEHUTENHHO K PA3IMYHBIM KOHTEKCTaM.



OK 2. OcymiecTBAsTh MOUCK, aHAIU3 U MHTEPIIPETALIMIO HHPOPMALIHIH,
HEOOXOUMOM I BBIIOJHEHUS 3a7a4 NpOo(eCCUOHATIbHON JAESTEbHOCTH.

OK 4. PabGoTtatp B KOJUIEKTHBE U KOMaH1€, 3PPEKTUBHO B3aUMO/IEHCTBOBATH C
KOJUJIEraMH, PYKOBOJCTBOM, KJIMEHTAMHU.

OK 5. OcymiecTBasTh YCTHYIO U TUCBMEHHYI0 KOMMYHUKALIMIO Ha
rOCyJIapCTBEHHOM $SI3bIKE C YYETOM OCOOEHHOCTEN COLMAIBHOTO U KYJIbTYPHOIO
KOHTEKCTA.

OK 9. Ucnonb3oBath nHGOPMALIMOHHBIE TEXHOJIOTUU B IPO(HECCHOHATLHON
NEeSATEIbHOCTH.

OK 10. ITonws3oBatbest mpodheccCHOHATBLHON TOKYMEHTaIle! Ha
TOCY/IapCTBEHHOM U MHOCTPAHHOM SI3bIKaX.

ConepxaHue TUCHUILUIMHBI TIOJKHO OBITh OPUEHTUPOBAHO HA MOJATOTOBKY
CTYJIEHTOB K OCBOEHUIO MpodeccuoHabHbIX Moaynen OITOII o crnenuanbHOCTH
09.02.07 « adopmaiiioHHbIe CUCTEMBI U IPOTPAMMHUPOBAHUEY U OBJIAJICHUIO
npodeccuonanbubiMu kKommereHusaMu (I1K):

[1K 4.1 OcymiecTBasTh HHCTAUIAINIO, HACTPONKY U 0OCTYKUBAHHE
POrPaMMHOTO 00eCreYeHUsI KOMITBIOTEPHBIX CHCTEM.
[IK 4.4 OOGecrnieuuBarh 3alIUTy MPOrPAMMHOIO OOECIEYEHUS KOMITBIOTEPHBIX
CHUCTEM MPOTPAMMHBIMU CPEJICTBAMM.

No Kon HammenoBanme
n/m Pasnen DUCHMIIINHEI KOHTPOJIMPYEM | OLIEHOYHOTO CPEeCTBa
on
KOMITETEHIIUU
1. OCHOBHI ceTeil epeaun TaHHbIX. OK-1, OK-2 CobecenoBanue, yCTHBIN

ompoc, 3amura JIP.
KonTponbnas pabora 1
1o paszeiny 1

2. JIuHUA CBSI3H. OK-2, OK-5, KomnnoxBuywm, 3amura
OK-9, OK- JIP, nokman, cooOiieHue.
10 KonTtponsHast pabora 2
no pazzaenam 1-2. Tecrt 1,
2
3. JlokanbHBIE CETH OK-10, IIK Konnoksuym. Jloknan,
41, 11K 4.4 cooOI1IeHHE.

CobecenoBanue, yCTHBIN
ompoc, 3anuta JIP.
KonTtponbhas padora 3
no pasaenam 2-3. Tect 3,

4
4, Crex nporokona TCP/IP OK-2, OK-5, Komnmoksuym. Jloknan,
OK-9, OK- COOOIIIEHHE.
10 CobecenoBanne, yCTHBIH

onpoc, 3amura JIP.
KonTponbnas pabota no
pazneny 4 - Keiic 3anaumn.
Tect 5, 6




5. I'mobGanpHBIE CETH OK-10, IIK Pedepar. Joxnan,
41,1IK 4.4 cooOI1eHue.
CobecenoBanue, YCTHBIN
onpoc, 3auura JIP.
KontponbHas padota mo
pazaeny 5 Keiic 3amauu.
Tect 7

Bce paznenbl AucuuIIMHbI Borpoce! 1 3a1aun Ha
3auene

3AYETHO-3K3AMEHALIMOHHBIE MATEPHUAJIbBI

OIIMCAHME 2JIEMEHTOB ®OC
OIIMCAHME 3JIEMEHTOB ®0OC

KoHTposbHbIe padoThl MO pa3aenaam

KonTposasnas padora 1
Bapuanr 1
1. YUto Takoe KOMITbIOTEPHAS CETh
2. Uto Takoe ri1o0agbHas CETh.
3. Onummre CucteMbl MaKeTHON 00pa0OTKH, YKaXKUTE UX JTOCTOMHCTBA U HETOCTATKH.
4. KogupoBanue. CriocoObl KOJUPOBAHMUSL.
5. YTo Takoe TOMOJIOTHUs CeTH
6. UTo Takoe MyJIbTHUILICKCHPOBAHUE.

Bapuant 2

1. Yto Takoe KOMIBIOTEPHAS CETh

2. YUto Takoe JoKaibHas CETh

3. Onummte MHOrOTepMUHAIIBHBIE CUCTEMBI Pa3ieNIeHUs] BpEMEHU, YKAXKUTE UX IOCTOMHCTBA U
HEJIOCTATKHU.

4. IIpobnema CHHXPOHU3AIUY.

5. Uto Takoe agpecHOe MPOCTPAHCTBO

6. Uto Takoe AeMyIbTUIIIIEKCUPOBAHUE.

KonTpoabHnasi padora 2
Bapuanr 1
1. Kommyranus nakeros. JJocTOoMHCTBa U HEJOCTATKU
2.®u3nueckas CTpyKTypu3anus JokaibHo# cetu. O0opynoBaHue

Bapuanr 2
1. KommyTanus kaHanoB. JJOCTOMHCTBA U HETOCTATKH
2. Jlornyeckas CTpyKTypH3alus JoKainbHOM ceTn. ObopynoBanue

KonTpoabHnasi padora 3
Bapmnanr 1

1. Tumnsl 1 XapaKTepUCTHKA MPOBOIHBIX JIUHUN CBS3H

2. TloHsTHe OTHOPAHTOBOM ceTH. JIOCTOMHCTBA U HETIOCTATKH




BapuanT 2
1. Tumnsl u xapakTepucTHKa O€CIIPOBOAHBIX JIUHUH CBSI3U

2. IlousTue xnueHT- cepBepHofI CCTH. ,HOCTOI/IHCTBa N HCJOCTAaTKH

TecToBBICE 3aHaHuda 1

. OCHOBHO# KOMIUIEKT NMEPCOHAIBHOTO KOMITbIOTEPA
. MoHuTOp, CUCTEMHBII OJIOK, KJIaBUaTypa, CKaHEp

. Monwutop, cucteMHbli OJIOK, KJIaBUATypa, MBIIIIb

. MonwuTop, nporeccop, KjJaBuaTypa, MbIIlIb

. MoHuTOp, cUCTeMHBIN OJIOK, MPUHTEP, MBIIIH

. OCHOBHOU HCTOYHUK HH(OPMALIUU B COBPEMEHHOCTH
Kuauru

. UuTepHer

CMH

. TeneBunenne

. BHyTpeHHHME KOMIUIEKTYIOIIHNE EPCOHAIIBHOTO KOMIIbIOTEpPA
. IIpouieccop, MatepuHCKasl 1aTta, BUAeOKapTa

. OnepatuBHas namats, USB amgantep, Mmoaem

. CereBas 1muata, MaTepUHCKas Ij1aTa, OJOK MUTAHUS
. CereBas kapta, mogem, USB anantep

. YcTpoticTBa BBOJIa MHGOPMALIHH

. Ckanep, nmpuHTep, MUKpPO(OH

. Ckanep, MuUKpOhOH

. CkaHep, MOHUTOD, HAYIIIHUKA

. [IpunTep, ckanep

. TexcroBsiit penakrop MS office

. MS Excel

. MS Word

. MS Power Point

. MS access

. Tabnuunerit penakrop MS office

. MS Excel

. MS Word

. MS Power Point

. MS access

. Undopmanus B KOMIIBIOTEPHOI CUCTEME MPEACTABISIETCS B BUAC
. Texcra

. Uucen

Oul

1u2

. Hanmenpinas equnuia usmepeHust uHGopMaruu

. baur

. bur
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c. ['uraGaiit

d. Merabaiir

9. I'nmoGanbHas ceTh -

a. CBs3b B IIpejiesiax OqHOU ayAUTOPHUH

b. CBs3b, 00beAUHSIONIASA HECKOJILKO 34aHUN
c. CBs3b, 00BeAMHSIONIAS KOMITBIOTEPOB BCETO MUpPa
d. CBs13b MKy IBYMSI KOMITbIOTEPAMHU

10. Cs13b, 00beIUHSIONIAS HECKOJIBKO 3/JaHUN OJTHOBPEMEHHO
a. 'moGanpHas ceTh

b. JIokanpHas ceTh

c. PernonansHas cetp

d. KopnoparusHnas cetb

11. O6pabaThiBacT BCe HATMYHBIC TAHHBIC

a. MarepuHcKkas niara

b. I{leHTpanpHBIN TIpOIIECCOP

c. Buneokapra

d. XXectkuii quck

YCTPOMCTBA JIJI1 MHOTOKPATHOW 3aIUCH:

a. CD-DVD nucku

b. CD-R u DVD-R paucku

c. CD-RW u DVD- RW nucku

d. BLUE-RAY nucku

12. ycrpoiicTBa, KOTOpBIE MOAKIIOYAKOTCS K KOMIIBIOTEPY U PACILIUPSIOT €ro
BO3MOKHOCTH

a. YcrpoiicTBa BBOJIa HHPOPMAIIH

b. Ilepudepuiinpie ycrpoiicTBa

c. YcrpoiicTBa XxpaHeHus: ”HGOpMAIIH

d. YcrpoiictBa BeIBO1a HHGOpMAIIUU

13. Ilepudepuiinbie ycTpoiicTBa

a. Ckanep

b. KnaBuatypa

¢. MpIb

d. [IpunTep

14. YcTpoiicTBa XpaneHus nHdopmauu

a. JKecTkuit nuck

b. Moaem

c. CDRW

d. USB apanrtep

15.YcrpoiicTBa BbIBOIa HHPOPMAIIH

a. [IpunTep

b. Ckanep

¢. Komonku

d. Mukpodon

16. OcHoBHOE MporpaMmHoOe oOecrieueHne, Heo0X0AUMOoe i PYHKITMOHUPOBAHUS

BCEN KOMITBIOTEPHON CUCTEMBI
a. MS office



b. OneparmonHas cucrema
C. AHTUBHUpYCHAs porpamma
d. YTumuts
17. nmpencraBisieT co00il OOMBIINYIO MEYaTHYIO IJIATY, K KOTOPOU MOAKIIOYAETCS BCS
ANEKTPOMEXaHUYECKasl YaCTh KOMIIBLIOTEPHOM CHUCTEMBI
a. [Ipoueccop
b. CucteMHBbI# 610K
C. MarepuHckas riara
d. OnepaTuBHas MaMsTh
18. IlamsATh, IprMeHsieMast JJ11 BPEMEHHOTO XpaHeHus uHpopmaimu
a. 113y
b. O3Y
c. XKectkue HOcuTenH HHGOPMAITIH
d. 'mbxue HOCUTENTM MHPOPMALINH
19. Cetp «BcemupHas nayTuHa
a. 'moGanpHas ceTh
b. JlokansHas ceTh
c. PernonansHas cetp
d. KopniopatuBnas cetb
TecToBble 3a1aHUs 2

Lo HCIOJIB3YIOTCS B paMKaX OpraHU3alluy WK 00BEKTa C LIEJbI0 00ecreueHus
B3aMMOJICHCTBHSI YCTPOMCTB Ha JJOKAJIbHOM YPOBHE.

a. myOJIMYHbIC ajpeca

0. yacTHBIE aapeca

B. pPe3€pBUPOBAHHBIE aJIpeca

I. ajpeca JUisl SKCIEpUMEHTOB

20 obecrieynBaeT MpeoOpa30BaHNE YACTHBIX aIPECOB B MyOIMYHBIE ajipeca.

a. PAT

6. ACL-cniucku

B. NAT

r. IPV6

3. Onun nyonuunbsiid IPV4-anpec MOXKET COBMECTHO MCIIOJIB30BAThCS COTHIMHU, JaXKe
THICSIYaMU YCTPOMCTB, JIs1 KaXA0r0 U3 KOTOPBIX HACTPOECH YHUKAJIBHBIM. ..

a. yactHblii IPV6

0. yactHsIit IPV4

B. IPv4

r. IPV6

4. PemenueM npoOiemMbl ucuepnanus npocrpancTsa |Pv4-aapecos u orpannuyenuit NAT
ABJIIETCA OKOHYATEIbHBIN Mepexo Ha ......

a. PAT

0. IPv4

B. NAT

r. IPv6

5. Ilpeobpazoanne NAT ucmonb3yeTcst B pa3iIHMyuHbIX IEJAX, 0OJTHAKO OCHOBHOH 3a/1aueii
JAHHOTO MEXaHU3Ma SIBJIIETCS YKOHOMMS

a. yactHbii IPV6



0. yactubiit IPv4
B. myonuunbix IPv4
r. myonmmuHbIX IPV6

6. ...TIOBBIIIEHNE CTENEHN KOH(PUACHIIMATBHOCTH U 0€3011aCHOCTU CETH — OOBSCHSETCS
TEM,
YTO JaHHBIA MEXaHHU3M CKpbIBAE€T BHyTpeHHHE |PV4-anpeca oT BHEIIHUX CETEH.
. ipeumytiectsa PAT
. Hegocrtatku NAT
. mpeumyniectBa NAT
. HenoctaTku PAT
. NAT He npeaycMOTpeH CIeayIONTUi TUIT aJPEeCOB:
. BHYTPECHHUM JIOKAJIbHBIN aJIpeC
. myOnuuHbIi P
. BHEIITHUU JIOKAJIbHBIN aJpec;
BHYTPEHHUH TJ100aIbHBIN aapec;
. aJIpec yCTpoicTBa, peodpasyembiii MexanuzmMoM NAT.
. BHYTPEHHHUH aJIpec;
. IyonmunsIit 1P,
. BHEIITHUM TI100abHBIN aapec;
. BHYTPEHHHUH TTI00aNIbHBIN asipec.
......... m000i#1 afpec, MOSBISIONIUNACS BO BHYTPEHHEH YacTH CETH.
. BHYTPEHHUH aJIpec;
. myOanunsIii IP;
. TJIO0ABHBIN ajzipec;
. JIOKaJIbHBIN aJIpec.
10. .... mro6oit aapec, MOSBISIONINICSA BO BHEIIIHECH YaCTH CETH.
a. BHYTPEHHMH aJipec;
6. mybnuunbli IP;
B. TNIO0AIBHBIN ajapec;
T. JIOKaJIbHBIN aJIpec.
11. anpec nucTouHMKa, BUAUMBIN U3 BHYTPEHHEN CEeTH
a. BHYTPEHHHH rI100anbHBIN aapec;
6. mybnuunbli IP;
B. TNIO0AIBHBIN aapec;
I. BHYTPEHHUU JIOKAJIbHBIN aJIpec.
12. rmoGanbHO MapmipyTusupyemslil IPv4-anpec, HazHadeHHbIH y31y B HTEepHETE.
a. BHYTPEHHU rio0anbHbIN aapec;
0. myonuunbIit IP;
B. BHEITHUI rI00aIbHBINA aapec;
I'. BHYTPEHHUM JIOKAJIBHBIN aJpec.
13. B3aUMHO-0AHO3HAUYHOE COOTBETCTBUE MEXK Y JIOKAJTbHBIM U IJ100aIbHBIM apeCaMHu.
a. cratnueckuid NAT
0. cratnueckuit PAT
B. muHamuueckuii NAT;
r. niuHamuudeckuii PAT.
14. ... COMNOCTaBJICHUE aJPECOB MO CXEME «MHOTHE K OHOMY» MEXY JTOKaJIbHBIMU U
r7100aTbHBIM aJIpecaMu.
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a. cratnyeckuid NAT

0. PAT

B. nuHamuueckuii NAT;
r. neperpy3ounbiii NAT.

15. ... rapaHTUPYeT, 4TO YCTPOMCTBa OyAyT HCIOIb30BaTh Pa3Hble HOMEPA MOPTOB

TCP ans xkaxaoro ceanca B3auMOJCHCTBUS ¢ cepBepoM B MIHTepHETE.
a. cratndyeckuii NAT
0. PAT
B. nuHamnyeckuii NAT;
r. neperpy3ounbiii NAT.
TecToBbIe 3a1aHuA 3

1. O6bequHEHHAsS CETh C MOIEPIKKON B3aMMOICHCTBHS, KPOME CEPBHCOB TIepeIayuu
MAHHBIX, BKIIOYAET B ce0sd

a. YrpaBJiieHUE BbI30BAMU

0. ynpaBieHue TpadhuKoM

B. aBTOOTBETUYUK

r. Hanuuue WI-FI

2. OHO U3 OCHOBHBIX MPEUMYIIIECTB IePeXojia Ha CeTh 00BETUHEHUS 3aKITF0UACTCS
a. MOBBIIIEHHE O€30ITaCHOCTH

0. BO3BMOXHOCTh MacIITaOMpPOBaHUS

B. KOHTPOJIUPYET CETEBOM aIMUHUCTPATOP TOJIBKO OJHY CETh

T. TOCTYITHOCTb CETH

3. Cetn 0e3 rpanur; CiSCO MOCTpOeHA HA OCHOBE

a. ”HQPaACTPYKTYPhI MACIITAOMPYEMOT0 U HaJIEKHOTO alMapaTHOTO U MPOTPAMMHOTO
oOecrieyeHusl.

0. BOBMOXHOCTEH COBPEMEHHBIX CETEBBIX TEXHOJIOTUN

B. TPAaMOTHBIX CETEBBIX aJIMUHACTPATOPOB

T. 00JIeTueHus MpoIecca MPOSKTUPOBAHUS CETH

4. ........ YIPOIIAeT MOHUMAaHUE POJIM KaKOTO YCTPOUCTBA HA KaXKJIOM YPOBHE,
obecrieyuBaeT

MOJJICPXKKY B MPOIECCe Pa3BEPTHIBAHMS, IKCILTyaTallMU U YIPABJICHUS, & TAKXKE
CHUXKAET

KOJIMYECTBO HEMOJAA0K Ha KaK/IOM YPOBHE.

a. MepapXu4HOCTb.

6. MoaynbHOCTH

B. OTKa3ayCTOWYHUBOCTb

I. THOKOCTh

5., CIOCOOCTBYET 0€3yIpeyHOMY PaCIIUPEHUIO CETU U BHEAPEHUIO
WHTETPUPOBAHHBIX

CEPBHCOB 10 MEPE HEOOXOUMOCTH.

a. MepapXu4HOCTb.

6. MoaynbHOCTH

B. OTKa3ayCTOWYHUBOCTb

I. THOKOCTH

6........ obecrnieunBaeT OecrepeOoiHy0 paboTy CETH B COOTBETCTBUU C OXKHIAHUSIMU
I10JIb30BaTEIIEH.

a. MepapXxu4HOCTB.
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6. MonymnpHOCTB

B. OTKa3ayCTOWYMBOCTb

T. THOKOCTh

7o o0ecreynBaeT palvoOHAIBHOE PACIIPEIeNIEHNE HAarpy3KH Tpaduka 3a cuér
UCIIOJIb30BAHUS BCEX CETEBBIX PECYPCOB.

a. MlepapXu4yHOCTb.

6. MoaynbHOCTD

B. OTKa3ayCTOWYMBOCTb

I. THOKOCTb

8.0cHoBHas (DYHKIIUS KOMMYTATOpa YPOBHS JOCTYIIA 3aKITI0YACTCS B 00ECTICUCHUN
I0JIB30BATEIIO CETEBOT0 JOCTYyNa

a. 00beIMHEHNE CETEBBIX YCTPOICTB

0. MoaynpHOCTH

B. 6€30MACHOCTH

I. CETEeBOr0 J0CTyMa

9. CereBast MarucTpalb.

a. ONITOBOJIOKOHHASI CETeBasi cpeaa

0. ypOBEHb spa

B.YpOBEHb pacrpe/eIeHUs

I.YPOBEHb JIOCTYIIa

10. xora moapazaeeHnue KaMIryca COCTOUT M3 OJJHOTO 3[aHHsI WM B HEOOIBIIIOM
KaMIyCHOU

CETH, B KOTOPOH KOJIMYECTBO MOJIb30BaTENCH, MOJKIIOYEHHBIX K CETH, HEBEJIHKO.
a. MO’KHO OTPAaHUYUTHCSI YPOBHEM JIOCTYTIA

0. MOXXHO OOBEIMHUTH YPOBEHB PACTIPEICICHUS U sIApa

B. MOKHO OOBEIMHHUTH YPOBEHb PACHPEICICHHS U TOCTYIIA

. MOYKHO OTPAaHUYUTHCS. YPOBHEM pacipeiesIeHUs

11. OcHoBHAasl KOHIIETITUSI KOMMYTAIIMH 3aKJIF0YAeTCs B IPUHSATUU YCTPOUCTBOM
peuieHus Ha

OCHOBE JIByX KPUTEPUEB:

a. BXOJTHOHM IOpT

0. BBIXOJJHOU MOPT

B.aJIpeC UCTOYHUKA

r.aipec noxyyaTens

12. KommyraTopsl LAN onpenenstor cnocod o6paboTKu BXOIAIIUX KaJpOB MyTEM
BEJICHUS

TaOJIUIHI . ...

a. MAC-anpecos

0. IP agpecor

B. yacTHbIX IP

r. myonmuuHbIX IP

13. Ecnu agpec Ha3HaueHus He coaepxkutcs B Tadiuine MAC-aapecoB wiu
MpeACTaBIseT

co0oit mupokoBemarenpHbii MAC-anpec, To

a. KaJip oTmpasJisieTcss oOpaTHO

0. KaJip BBICBUIAIOT BCEM y3JIaM

B.KaJIp BBICBUIAIOT BCEM Y3JIaM, KPOME HUCXOSIIEro nopTa

r.rabnuma Mac- agpecoB He CyIIeCTBYET
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14. koMMyTaTOp NPUHUMATH PELICHUE O MEPEChUIKE cpa3y nocie HaxoxaeHus MAC-
azapeca

Ha3HaueHus Kajpa B cBoer Tabiuue MAC-anpecos

a. CKBO3Hasi KOMMYTaIus

0. KOMMYTAIMsI ¢ IPOMEXYTOUYHBIM KOHTPOJIEM

B. KoMMyTanus ¢ npoMexyTOUHbIM XpaHEHUEM

r. becparMeHTHBII pexUM KOMMYTallun

15. KommyTaTop oTOpachiBaeT Kaapbl, KOTOphIEe He Mpomuiy mpoBepky FCS u Takum
obpazom

HE NIEPEChUIAET HEAOMYCTUMBIE KaJIpbl

a. CKBO3Hasi KOMMYTaIus

0. KOMMYTAIHs C IPOMEXYTOUHBIM KOHTPOJIEM

B. KoMMyTanus ¢ npoMexyTOUHbIM XpaHEHUEM

r. becparMeHTHBII pexUM KOMMYTallun

TecToBbI€e 3aganus 4

1. momynApHBINA TPOTOKOI MAPIIPYTU3ALMH C YYETOM COCTOSIHUS KaHAJIOB, KOTOPBII
MOJIJIEP>KUBAET TOUHYIO HACTPONKY PAa3IMUYHBIMH crioco0aMu

. RIPv2

. OSPF

. EIGRP

RTP

. [IpoTOKOJIBI MapIIPyTU3AMH TO3BOJISIOT MAPIIPYTU3ATOPAM TUHAMUYECKU
OOMeHUBAThCS MAKETaMU C YIAJICHHBIMU CETSIMU

. OOMEHUBATHCSI CBEACHUSIMU 00 YJIAIEHHBIX CETSX,

. [lepenaBath makeTsl 6€3 ouepenu

. 0OMEHHUBATHCS MMAKETaAMU C JIOIIOJIHUTEILHON 3aIUTON

. MapiipyTusatopsl, KOTOPBIE MOIYYatOT OOHOBJICHHE, aBTOMATHYECKH JTI00ABIISIFOT 3TY
uH(GOPMAIIUIO B

a. TaOIMIIBI MapIIPYTU3ALUH.

0. B 3arOJIOBOK TaKeTa

B. B CYMMapHbI MapuipyT

r. TAaOJIMIly Macc aJipecoB

4. MPOTOKOJIHI ......... MapHIpyTHU3aIuu TPEOYIOT MEHBIIIETO BMEIIATEICTBA CO CTOPOHBI
aJIMUHHCTPATOPA.

a. ITMHAMHUYECKOU

. CTaTU4YECKOMN

. beckaccoBoi

. KIIACCOBOM

. mojiep>kuBaet ucnoib3zoBanue VLSM u mapupyruzanuu CIDR.

. IMHAMHUYECKHUU

. CTATUYECKHUI

. OeckIaccoBbIi

. KJTaCCOBBIU

. IPOTOKOJI, KOTOPBIH mojaepkuBaeT ayreHTudukanuto Message Digest 5 (MD5).
. RIPv2

. OSPF

WHE AP DT W O

QA OO W O o1 W O
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B. EIGRP

r. RTP

7. Ecnmn oTa pyHKuus BKiItodeHa, MapmpyTtuzatopsl OSPF mpruHUMAIOT TOIBKO
3amu@poBaHHBIE COOOIICHUS MAPIIPYTU3ALMU OT PABHOIIPABHBIX y3JI0B C OJJMHAKOBBIM
MPEIBAPUTENHHO 33/JaHHBIM ITAPOJIEM.

a. MD3

6. MD7

B. MD5

r. RTP

8 i, KOMaH/ia UCIOJIb3YETCs ISl TOTr0, YTOObI YOEAUTHCS, YTO MAapIIPyTH3ATOP
chopMupOBa OTHOIIEHUS CMEKHOCTU C COCETHUMU MAPIIPYTU3aTOPAMHU.

a. show ip ospf

0. show ip protocols

B. show ip ospf interface brief

r. show ip ospf neighbor

9. .....nTa KOMaHJa 00ecreYnBaeT OBICTPYIO MPOBEPKY KPUTUUECKU BAXKHBIX JAHHBIX
koHpuryparmun OSPF.

a. show ip ospf

0. show ip protocols

B. show ip ospf interface brief

r. show ip ospf neighbor

10. xoMaHTy peKOMEHyeTCs UCTIOIb30BaTh I OTOOpaKEeHUsT KpaTKOW MH(GOpMALIUU U
cocTostHUS uHTepdeticoB mo mporokoiny OSPF.

a. show ip ospf

0. show ip protocols

B. show ip ospf interface brief

r. show ip ospf neighbor

11. xomaHa TPeAOCTABISIET MOAPOOHBIN CIIUCOK UHTEPENHCOB, T/Ie paboTaeT MPOTOKOI
OSPF, ¢ ee moMoI1610 MOKHO ONIPEICIIUTh, MPABUIIBHO JIU OB COCTaBJICHBI
BhIpakeHus network.

a. show ip ospf

0. show ip protocols

B. show ip ospf interface

r. show ip ospf neighbor

12. xomaHa ucnonb3yeTcs sl oToopakeHus: uaeHTudukaropa nporecca OSPF u
uAeHTH(PHUKATOpa MapIIpyTu3aTopa, a Takxke ceenenuit 00 OSPF SPF u 06 o6mactu OSPF.
a. show ip ospf

0. show ip protocols

B. show ip ospf interface brief

r. show ip ospf neighbor

13......... CeTh, KOTOpasi COJEPKUT JBa MapIIPyTHU3aTOPa, MOAKIIOYEHHBIX APYT K APYTY IO
oJHOMY oOmeMy kaHamy. K 3ToMy kaHanmy He OAKIIOYEHBI IpyTrre MapuipyTu3atopsl. Kak
NPaBUJIO, 3Ta KOHPHUTyparus ucrnonb3yercs B cetax WAN.

a. «Touka-Touka»

0. BuptyanbHbie KaHaIbI

B. llInpokoBemarenbHas CeTh MHOXKECTBEHHOT'O JTIOCTYTIa

r. «MHOTrOTOUYEYHAsI CETH»

14. ocobas cets OSPF, ucnionp3yemast st coenuueHus otnainéHubix oodmacreir OSPF ¢
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00J1aCThI0 MAaruCTPAIH.

a. «Touka-Touka»

0. BupTyanbHble KaHaIbI

B. lllupokoBemareiabHas CETh MHOXECTBEHHOT'O JI0CTYIIa

TecToBBIE 3aJaHHUA 5

1. Kakoit ypoBeHb B HEPAPXUUECKON CXEME CETH XapaKTepu3yeTcs MPUMEHEHHEM
TEXHOJIOTHH 0€30IIaCHOCTH IMOPTOB | Mmoaauu nutanus mo Ethernet (POE)?

a. YpOBEHb sIpa

0. ypoBeHb JocTyna

B. YPOBEHb pACIPEICICHUS

I. IEHTPAJIbHBIN YPOBEHb

2. Kakyro HanOosee coXHYI0 3a/1a4y JOJDKHBI pemaTh oTaensl UT ¢ yaérom pocta
KOJIMUECTBA MEPCOHATIBHBIX YCTPOUCTB, HAIlPUMEP CMAPT(HOHOB U IJIAHIIETHBIX
KOMIIBIOTEPOB, MOJAKITIOYEHHBIX K KOPIIOPATUBHOM ceTh?

a. YIpaBJsieMOCThb

0. 6e30macHOCTh

B. COBMECTHBIN JTOCTYTI

I. BUPTyaJIu3alus

3. Kakoii ypoBeHb HepapXu4ecKoil MOJEITN apXUTEKTYPhI BHITOTHAET PYHKIIMU KOHTPOIIS
Ha

rpaHuIe MEXy APYTUMU YPOBHSIMHU?

a. YpOBEHb s/ipa

0. ypoBeHb JocTyna

B. YPOBEHb PACIIPEACIICHUS

I. IEHTPaJIbHbIA YPOBEHb

4. Kakoii MOJyJTb KOPITOPATUBHOW apXUTEKTyphl CiSCO CONEPKUT 3[JaHHUE WITU TPYIIITY
3JIaHUH,

COCTOSIIIYIO U3 HECKOJIBKUX JIOKAJIBHBIX CeTel B OMpeen€éHHON reorpaduueckoit o0macTu?
a. puiuan npeanpusIThs

0. KOMIUIEKC 3[JaHUM TIPeITPUSITHS

B. O/l nmpeanpusitus

I. TpaHULa TPEANPUITUS

5. Uem nepapxudeckasi CTpyKTypa JIydIlle TIOCKOH ceTh?

a. uepapxuyeckasi CTpyKTypa co31aéT O0bllIe MUPOKOBEIIATEIbHBIX PACCHUIOK 10
CeTH

0. Uepapxudeckas CTpyKTypa 3a1a€T KECTKUE MpaBUia TOCTPOCHUSI CETH.

B. Mepapxuueckas CTpyKTypa COJIEPKUT OJIOKH CETH MEHBIIETO pa3Mepa, KOTOPbIMU
IpOUIE YIPABISTh

r. Mepapxuyeckas CTpyKTypa MOBBIIIAET BPEMS OTKJIMKA CETH

6. Kakoe penienue, ucnoiib3yeMoe Npu MPOeKTUPOBAHUU CETH, MO3BOJISIET PACIIUPUTD
BO3MO>KHOCTH TOJKIIOUYEHHUS y3JI0B K YPOBHIO TOCTYMA /I KOHEYHBIX YCTPOHCTB?
a. peanmu3arus EtherChannel

0. BHeIpeHHne 0eCIPOBOIHOTO TOAKITIOUYEHUS

B. peanuzanus u30bITOUHOCTH

T. TpaHuLa MPEAIPUATHUS

7. Kakyro HanOosee cnoxHyIo 3a1a4y AOJDKHBI pemaTh otaensl UT ¢ yuérom pocta
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KOJIMYECTBA IEPCOHAIIBHBIX YCTPOUCTB, HAIIpUMEP CMAPT(HOHOB U IJIAHIIETHBIX
KOMIIBIOTEPOB, MOJKIIOYEHHBIX K KOPIIOPATUBHOM CETH

a. BUpTyalnu3anus

0.6e30macHOCTh

B. COBMECTHasl paboTa

I. XpaHEHHUE JaHHBIX

8. Uem nepapxuueckasi CTpyKTypa JydIle TUIOCKOH CEeTH?

a. uepapxuyeckasi CTpyKTypa co3/1aéT OoJIblIe MUPOKOBEIATENbHBIX PACCHUIOK
IO CETH.

0. nepapxuyeckasi CTpyKTypa COIEp>KUT OJOKH CETH MEHBIIETr0 pa3Mepa, KOTOPbIMU
IIPOILE YIPABJIATE.

B. HEPAPXHUUECKAsI CTPYKTYpa MOBBIIIAET BPEMSI OTKIIMKA CETH.

I. Hepapxudeckas CTpyKTypa 3a1a€T )KECTKUE MPaBUJIA TIOCTPOCHHUS CETH.

9. Bo Bpems mI1aHOBOM MPOBEPKH TEXHUIECKHUH CIIEIIUAMCT OOHAPYKUII, UTO
YCTaHOBJIEHHOE

Ha [IK nporpamMMHoe obecrieueHre oCymecTBIsUIO0 TalHbIH cOOp JaHHBIX 00 UHTEPHET-
capTax,

ITOCEIIAEMBIX TOJIB30BATEIIMU C TAHHOTO0 KOMIIbIOTEpa. KakoMy TuIty yrpossl
NOJIBEpraeTcs

JAHHBII KOMITbIOTEP?

a. aTaka HyJIEBOTO JHS

0. mmuonckoe [10

B. Kpaxa Tu4HbBIX TaHHBIX

r. DOS —ataka

10. Kakoi#i TiIm mpoeKTHPOBaHUS CETe coYeTaeT B ce0e TOI0COBEIE, BHIEO- U IPYTHE
JTaHHBIE,

nepeaBaeMble 10 OJJHOMY U TOMY K€ KaHaJly CBSI3U?

a. TPAIULIMOHHASI CETh

0. o0beIMHEHHAs! CETh

B. CeTbh XpaHEHUs JaHHBIX

T. DKCTPAHET

11. Ilpu npoekTHpOBaHUHU KOPIIOPATUBHON CETH HA MEPBOM ATare HEOOXOAUMO COCTABUTH!

a. Ou3Hec-1enu

0. TEXHMYECKOE 3aJJaHue

B. [lonuTuka 6e3onacHocTu

I. TUIaH peann3auu

12. KopniopaTtuBHas ceTh JOHKHA MOAACPKUBATS. . ..
a. BUPTYaIH3aIlHIO

0. 0OMEeH pa3IMYHbIMU THUIIAMH CETEBOTO Tpaduka
B. CoBMecTHYIO paboTy BCeX JIOKATbHBIX CETMEHTOB
T. CBS3b C IPOBANJAECPOM

13. O6opynoBaHue KOPIOPATUBHOTO KJIacca JOJDKHO OTINYATHCS
a. TOJIOM BBIITYCKa

0. onepanmoHHOM cUCTEMO

B. UnTepdeiicom

T. HAJIGKHOCTHIO

14. Ilenp xaueCTBEHHOTO MPOEKTUPOBAHUS CETH

a. TPAMOTHBIN MOAXO0 K OU3HEC-1IeTTH
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0. IpaBWJIbHASI peanu3alusl TEXHUYECKOT O 3aJaHus

B. HaJIe)KHas IOJIUTHKA 0€30aCHOCTH

T. UCKJIFOUUTH JTHO0bIE KPUTUYECKUE TOYKH OTKa3a

15. IIpu oOHapyxkeHuu 00JIacCTH CETH, IOJIBEPKEHHBIE BOSHUKHOBEHHUIO HEMOJAI0K
KJIFOUYEBBIX YCTPOWCTB CUCTEMHOMY aIMUHUCTPATOPY HEOOXOAMMO

a. TPaMOTHBIN OJIX0/] K MPOEKTUPOBAHUIO

0. opraHu3anus pe3epBHBIX KaHAJIOB

B. HaJIe)KHasl TOJIUTHKA 0€30aCHOCTH

I'. UCKJIFOUUTB JII0OObIe KPUTHUECKHE TOYKU OTKa3a

TecroBbIe 3a1aHud 6

1. O6bequHEHHAS CETh C MOIEPIKKON B3aMMOICHCTBHS, KPOME CEPBHCOB TepeIayun
JTAHHBIX,

BKJIIOYAET B ce0s

a. YrpaBiieHUE BbI30BaAMHU

0. ynpaBieHue TpadhuKoM

B. aBTOOTBETUHK

. Hammuue WI-FI

. OZ1HO 13 OCHOBHBIX IPEUMYIIIECTB MEPEX0/ia Ha CETh 0ObEIMHEHUS 3aKITF0YACTCS
. IOBBIILIEHUE O€30MaCHOCTH

. BO3BMO>KHOCTb MacIITA0UPOBAHUS

. KOHTPOJIUPYET CETEBOM aIMUHUCTPATOP TOJIBKO OJIHY CETh

. IOCTYITHOCTb CETH

. Cetb 6e3 rpanur CiSCO OCTpoeHa Ha OCHOBE

. KHPPpaCTPYKTYphl MACIITAOUPYEMOTO U HAAEKHOTO aNmapaTHOTO U IPOTrPaMMHOTO
obecrieueHusl.

0. BOBMOXHOCTEW COBPEMEHHBIX CETEBBIX TEXHOJIOTUI

B. TPAMOTHBIX CETEBBIX aJIMUHUCTPATOPOB

r. 00JIerdeHus mpoiiecca MPOSKTUPOBAHUS CETU

4. ........ YIOPOLIAET MOHUMAaHUE POJIM KaXJA0T0 YCTPOICTBA HAa KaXX/10M YPOBHE,
oOecreynBaeT

MOJJICPXKKY B MPOIECCe pa3BEPTHIBAHMS, IKCILTyaTallMU U YIPABJICHUS, & TAKXKE
CHUXAeT

KOJIMYECTBO HEMOJIA/IOK HAa KaXJOM YPOBHE.

a. epapXu4HOCTSb.

6. MonymnbHOCTB

B. OTKa3ayCTOWYNBOCTb

T. THOKOCTh

5., CIOCOOCTBYET 0€3yNpeyHOMY PaCIIUPEHUIO CETU U BHEAPEHUIO
WHTETPUPOBAHHBIX

CEPBHUCOB IO MepPe HEOOXOUMOCTH.

a. MlepapXu4HOCTb.

6. MonynbHOCTB

B. OTKa3ayCTOWYHUBOCTb

T. THOKOCTh

6........ obecrnieunBaeT OecrepeOoliHy0 pabOTy CeTH B COOTBETCTBUU C OXKHUIAHUSIMU
MOJIb30BATEIIEH.
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a. MepapXxu4HOCTb.

6. MoaynbHOCTH

B. OTKa3ayCTOWYNBOCTb

I. THOKOCTH

7o, o0ecreynBaeT pallMOHANIbHOE paclpe/ielieHne Harpy3ku Tpaduka 3a cuér
UCIIOJIb30BAHUS BCEX CETEBBIX PECYPCOB.

a. MepapXu4HOCTb.

0. MoaynbHOCTH

B. OTKa3ayCTOWYMBOCTh

I. THOKOCTH

8.0cHoBHAas (hyHKIIUS KOMMYTATOpa YPOBHS JOCTYIIA 3aKITI0YACTCSI B 00ECTICUCHUN
MI0JIb30BATENIO CETEBOTO AOCTYIA

a. 00beIMHEHNE CETEBBIX YCTPOUCTB

6. MoaynbpHOCTH

B. 6€30MaCHOCTH

I. CETEeBOr0 JA0CTYyMa

9. CereBas MarucTpanb.

a. ONITOBOJIOKOHHASI CETEeBast cpefia

0. YpOoBeHb siipa

B.YpOBEHb pacrpe/eIeHHs

I.YPOBEHb JIOCTYIIA

10. kora nmoapasaeneHue KaMIyca COCTOUT U3 OJHOTO 3/1aHUS UITU B HEOOIBIIION
KaMIyCHOU

CETH, B KOTOPOH KOJIMYECTBO MOJIH30BATEIICH, MOJKITIOYCHHBIX K CETH, HEBEJIHKO.
a. MOXXHO OTPAaHUYHTHCSI YPOBHEM JIOCTYIIA

0. MO’)KHO OOBEMHUTH YPOBEHb paclpeie]ICHUs U siipa

B. MOKHO OOBEIMHUTH YPOBEHb PACHPEICICHHS U TOCTYIIa

T'. MO)KHO OTPAaHUYHUTHCSI YPOBHEM PacIpeICICHUS

11. OcHoBHAas KOHILIEOIMSI KOMMYTAaIIMK 3aKJIFOYAETCS] B IPUHATUU YCTPOMCTBOM
pelIeHus Ha

OCHOBE JIByX KPUTEPHEB:

a. BXOJTHOHM IOpT

0. BBIXOJTHOM MOPT

B.aJ[peC UCTOYHUKA

T.aJipec MmoxyJdaress

12. KommyraTopsl LAN onpenensitor crnocod o0paboTKy BXOIANIUX KaJAPOB MyTEM
BEJICHUS

TaOJULEI .. ..

a. MAC-anpecos

6. IP agpecon

B. yacTHbIX IP

r. nyoauynsix IP

13. Ecnm ampec HazHaueHus He conepxkutcs B Tabmuie MAC-aapecoB win
MIPEICTABIISIET

coboii mupoxosenatenbHbii MAC-anpec, To

a. KaJIp OTIpaBjsieTcss 0OpaTHO

0. KaJip BBICBUIAIOT BCEM y3JIaM

B.KaJIp BBICBUTIAIOT BCEM y3JIaM, KpPOME HCXO/ISIIETO MopTa
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r.rabnuma Mac- agpecoB He CyIIeCTBYET

14. koMMyTaTOp MPUHUMATD PEIICHUE O MEPEChUIKE cpasy Mocie HaXOXKACHUS
MACanapeca HazHaueHust kaapa B cBoeit Tabnuiie MAC-anpecos

a. CKBO3HAasi KOMMYTaIlUs

0. KOMMYyTaIs C MPOMEXYTOUHBIM KOHTPOJIEM

B. KomMmyTanus ¢ mpoMeXyTOYHBIM XpaHEHUEM

r. becparMeHTHBII pexUM KOMMYTallun

15. KommyTaTop oTOpachiBaeT Kaapbl, KOTOphIe HE Mpomuiy mpoBepky FCS u Takum
obpazom

HE TePEChUTAET HEIOMYCTUMBIE KaphI

a. CKBO3HAasi KOMMYTaIUs

0. KOMMYyTaIs C MPOMEXYTOUHBIM KOHTPOJIEM

B. KomMmyTanus ¢ mpoMeXyTOYHbIM XpaHEHUEM

r. becparMeHTHBII pexUM KOMMYTallun

TecroBbIe 3a1aHudA 7

1......... WCIIOJIB3YIOTCS B paMKaX OpraHU3alluy Ui 00bEKTa C IeNIbI0 00eCTIeYeHUs
B3aMMO/ICHCTBHUS YCTPOICTB Ha JIOKATHHOM YPOBHE.

a. myOJIMYHbIC ajpeca

0. yacTHbIE aapeca

B. pe3epBUPOBAHHBIC aJipeca

T. ajpeca JUisi SKCIIEpUMEHTOB

20 obecrieynBaeT NpeoOpa3oBaHNe YACTHBIX a/IpecoB B MyOJIMYHbIE ajipeca.

a. PAT

6. ACL-criucku

B. NAT

r. IPV6

3. OnuH myonmunblid IPV4-anpec MOKET COBMECTHO MCIIOJIB30BAThCS COTHIMHU, JaKe
THICSITYaMH YCTPOUCTB, JJIs KKJOTO U3 KOTOPBIX HACTPOEH YHUKAIIBHBIMN. . .

a. yactHbii IPV6

0. yactHeIit IPV4

B. IPv4

r. IPV6

4. PemenueM npo6iiemsbl ucuepnanus npocrpancrsa |Pv4-anpecos u orpanndyenuit NAT
ABJIIETCA OKOHYATEIbHBIN IEpEXo] Ha ......

a. PAT

0. IPv4

B. NAT

r. IPv6

5. IlpeobpazoBarnne NAT ucmonb3yeTcst B pa3iIHyuHbIX IEJAX, OJTHAKO OCHOBHOM 3a/1a4eii
JAHHOTO MEXaHU3Ma SIBJIETCS YKOHOMMS

a. yactHbIii IPV6

6. yactubiit IPv4

B. myOinuHbix 1Pv4

r. nyonuyHsix |PV6

. 6. ...TIOBBIIICHNE CTENIEHU KOHPUACHIIMAIBHOCTH 1 0€30MaCHOCTH CeTH —
OOBSICHSIETCS TEM,
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YTO JAHHBIA MEXaHU3M CKpbIBaeT BHyTpeHHHE |PV4-anpeca OT BHEIIHUX CETEM.
. ipeumytiectsa PAT

. HenoctaTku NAT

. mpeumyniectsa NAT

. Hepocratku PAT

. NAT He npeaycMOTpEH CIeayIONTUi TUIT aJPECOB:

. BHYTPEHHUM JIOKaJbHBIN ajpec

. myonuunslit 1P

. BHEIITHUH JIOKAJIBHBIN aJpec;

. BHYTPEHHUH INI00AJIbHBIN asipec;

. aJipec yCTpoicTBa, mpeodpasyembiii MmexanuzmMoM NAT.

. BHYTPEHHUH ajipec;

. myonuuneIi 1P,

. BHEIIIHUM T7100aNbHBIN aapec;

. BHYTPEHHHUH T100aIbHBIN ajapec.

......... m000i#1 afpec, MOSBISIONIUNACS BO BHYTPEHHEH YacTH CETH.

a. BHYTPEHHMH aJipec;

0. nyonuunbli IP;
B
T.

O T W Ve 0O W AN N W Oe

. TII00aNBHBIN agpec;
JIOKaJIbHBIN ajpec.

10. .... 11006011 aapec, MOSBIAIONINICS BO BHEIIHEH YaCTU CETH.
a. BHYTPEHHUII ajipec;
0. myOonmunebIii |P;
B. INIO0AIBHBIN ajpec;
T. JIOKaJIbHBIN aJIpec.
11. angpec ucTouHMKa, BUANMBIN U3 BHYTPEHHEN CETH
a. BHYTPEHHHI rI100anbHBIN aapec;
0. nyonuunbIi IP;
B. TNIO0AIBHBIN ajapec;
I'. BHYTPEHHMU JIOKAJIbHBIN aJIpec.
12. rno6anbHo MapupyTusupyemslil IPv4-anpec, Ha3HaueHHBIH y31y B IHTEepHETE.
a. BHYTPEHHUI rio0anbHbIN aapec;
6. mybnuunbli IP;
B. BHEIITHUH TJI00AJIHBIN aJipec;
. BHYyTPEHHM JIOKAJIBHBIN aJIpec.
13. B3auUMHO-0JHO3HAYHOE COOTBETCTBUE MEX/TY JIOKATBHBIM U IIO0AIBHBIM a/IpEeCaMHu.
a. cratnueckuid NAT
0. cratnueckuit PAT
B. muHamuueckuii NAT;
r. imHamuueckuii PAT.
14. ... COMNOCTaBJICHUE aJPECOB M0 CXEME «MHOTHE K OJHOMY» MEXY JTOKaJIbHBIMU U
rJ100aJIbHBIM aJIpecamu.
a. cratnueckuid NAT
0. PAT
B. muHamuueckuii NAT;
r. neperpy3ounbliii NAT.
15. ..........rapaHTUPYET, UTO YCTPONCTBA OYAYyT UCIOIH30BATh Pa3HbIE HOMEpPA MTOPTOB
TCP s kaxI0ro ceanca B3auMOJICHCTBUS ¢ cepBepoM B MHTepHeTe.
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a. cratnyeckuid NAT

0. PAT

B. nuHamuueckuii NAT;
r. neperpy3ounbiii NAT.

3aI[aHI/Iﬂ KO/UVIOKBUYMOB

N3ydeHne pplHKa BaKaHCUU
OmnpeneneHue, Kakue CIEUAINCTh B 00JIACTH CETEBBIX TEXHOJIOTHHA
TpeOyIOTCSI BHACTOSIIEE BPEMSI.

3. OO0BsicHuTe IEHHOCTH cepTrdukaToB Cisco Ha pIHKE TPya.
4. AHanu3 pe3ynbTaToB UCCIICTOBAHMS
5. OmnpenenuTe TEKyIue KaJpoBbie TSHACHIIMHN B chepe HHPOPMAIIMOHHBIX U

CETEBBIX TEXHOJIOTUM.
6. Omnpenenure, kKakue cepTUGUKATHI U HABBIKU MOTPEOYIOTCS IS
JanbHEHIIe Kapbephl B 00JIACTHA CETEBBIX TEXHOJIOTHIA.

7.0npenenure JONOJHUTENIbHBIC Iy TH JIsl KAPbEPHOTO pocTa B c(hepe CeTeBhIX
TEXHOJIOTUH

3agaHus HA MPAKTHYEeCKUEe YMEHU S

1. TlpoBepuTh NOAKIIIOYEHHUS K CETU C IIOMOIIBIO 3X0-3apOca C OMOIIbIO KOMaH 1kl ping

2. OtcnexxuBaHue MaplIpyTa K yAaI€HHOMY cepBepy ¢ HOMOLIbI0 yTHinTel Windows
«traceroute»

3. OrcnexuBaHue MaplIpyTa K YAaIEHHOMY CEpBEpY ¢ MOMOILBIO TPOTPaMMHBIX U BEO-
CpENCTB

4. CpaBHeHHE pe3yJbTaTOB TPACCUPOBKU

[TonyunTs goctyn k kommyTatopy Cisco yepes mociie0BaTeabHbIN MOPT KOHCOIU

o

6. TMomkmrounrech kK kKoMMyTaTopy CisCo ¢ ITOMOUIBIO MTOCIIEAOBATENFHOTO KOHCOIBHOTO
Kabes.

IIpumep Keiic-3axaun.

ITopmoBoii Tpaduk. OObsiCHEHHE Ha3HAYEHUS IPOTOKOJIA spanning-tree

(STP) B cpene kommytupyemoir LAN ¢ U30bITOYHBIMU KOMMYTHPYEMBIMU KaHAJIaMHU.
Cuenapuit

Ceroans Ba nepBblii pabounii 1eHb B TOJKHOCTH CETEBOT0 aJJMUHUCTpATOpa Ha
IPEINPUATHHA MaJoro WK cpeaHero ousneca. CrnenuanucT, 3aHUMAaBIIUN ATy JOJKHOCTD JI0
BacC, YBOJIMJICS cpa3y Mocjie OOHOBIIEHUS CETH NMpeanpusTus. B pe3ynbrare 0OHOBIEHUS B CETh
ObL1 100aBNeH HOBBIN KoMMyTaTop. [locie 0OHOBIEHHS OT COTPYAHUKOB MOCTYIAJI0 MHOTO
xano0 Ha mpobnemy noctyna k UHTepHeTy u cepBepam ceTH. Eciu ObITh TOUHEE, MHOTUM M3
HUX HE yJaeTcs MOIYYUTh TOCTYH K CETH. PyKoBOIUTENb KOMIIAHUY MOMPOCHUIT Bac
He3aMeJUTUTEIBHO TPOBECTH MPOBEPKY U ONPEACTUTH IPUUUHBI TPOOIIEM MOAKITIOUEHHS U
3aJiep>KeK, I03TOMY Bbl IPUHUMAETECH 3a U3yUEHHE CETEBOTr0 000PYI0BaHUS B IJIaBHOM
pacnpeaenuTeNnbHOM y3iie 30aHus. [1o pe3yiabTaraM MpOBEPKU BBISICHAETCS, YTO TOTIOJIOTHS
CETH HE COJIEP’KUT OLIMOOK, KaOeIH MOAKIIOUEHbI IPaBUIIbHO, MapIIPYTHU3aTOPHI U
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KOMMYTAaTOPbI BKIFOYEHBI 1 HCTIPABHO PabOTaIOT, MPU 3TOM KOMMYTATOPBI COCTUHEHBI JPYT C
JIpyroM ajisi o0ecrevyeHrs 0TKa30yCTOMUYUBOCTH WU M30bITOUHOCTH. OJHAKO BBl OOpalaeTe
BHUMAaHHE Ha TO, YTO MHAMKATOPHI COCTOSIHUS Ha BCEX KOMMYTAaTOpPax MHUTAlOT TaKk OBICTPO,
YTO MOJKET MOKa3aThCsl, Oy/ITO OHU HE MUTAIOT, a HEMPEPHIBHO ropsT. Kaxkercs, Bbl MOHSIH, B
4eM 3aKJIH0YaeTCsl IPUYMHA TPOOIIEM MOAKIIOUSHHUS.

1. Ucnonb3ysa UatepHet uzyuntsb STP.

2. B mpotuiecce u3yueHus AenanTe 3alUCH U ONMCHIBANTE:

* IUPOKOBELIATEIbHBIA IITOPM;

* [IETJIM KOMMYTallUH;

* npeaHazHayeHue STP;

* Tunbl STP.

3. Kak BO3HMKAET MHPOKOBEATEIbHbINA ITOPM?4. Kak MOXHO IPeAOTBPaTUTD
IIMPOKOBEIIATEIbHBIE IITOPMBI U METIN KOMMYTAIIUH,

BBI3BaHHBIE UCIIOJIb30BAHUEM U30BITOYHBIX KOMMYTAaTOPOB B CETH?

5. Kakue cymectBytot crangaptel IEEE mist npotokona STP u HekoTOpsIX Ipyrux
paznoBuaHocted STP, nocTynHbIxX 1o ccpuikam?

6. Kakum OyneT Bam nepBblid mar Mo yCTpaHEHUIO YKa3aHHOW MPOOJIeMbI CETH B
COOTBETCTBUU C JaHHBIM CIIeHapueM (TI0cie BU3yallbHOM MPOBEPKU CETH)?

Bomnpocsl 1uist 320U ThHI J1a00PATOPHBIX PadoT

1. Co6op u ananu3 nanueix npotokoia ICMP mo nokanbHBIM y371aM B Iporpamme

Wireshark
2. HaanL N OCTAaHOBUTH 060p JAaHHBIX Tpa(bI/IKa 3xo-3anp0<:0B C ITIOMOIIIBKO KOMAaH/AbI

ping K JIOKAJIHBIM y3JIaM.
3. Haiigure nannsie 06 IP- 1 MAC-anpecax B monydennbix PDU.3. COop u aHanmm3 JaHHBIX

nportokosa ICMP no ynanéunsim y3nam B nporpamme Wireshark

4. HauaTp 1 OCTaHOBUTH COOP IaHHBIX TpaduKa 3X0-3alPOCOB C MOMOIIbIO KOMaH/bl ping K
YAAIEHHBIM y3JIaM.

5. Haiigute nannsie 06 [P- u MAC-anpecax B nonydeHHsix PDU.

6. Ilosicaute, nouemy MAC-aapeca ynain€HHbIX y3710B oTiau4daroTcs oT MAC-aapecoB
JIOKQJIBHBIX Y3JI0B.

7. Amanu3 cTaHIAapTOB M CXEMbI OJKIIOUCHUs Kabenei Ethernet

8. Tlpoanammsupyiite cxemsbl 1 Tabmuibl it kadbens Ethernet cranmapra TIA/EIA 568-
A.

9. Tlpoananusupyiite cxembl 1 TabauIbl 11 kadens Ethernet crangapra TIA/EIA 568-
B.

10. UsroroBnenue kpoccoBoro kademns Ethernet
11. MsroroBbTe 1 0Opaboraiite pazpém kabens TIA/EIA 568-A.

12. U3roroBbTe U 0OpaboTaiite pa3pém kabdens TIA/EIA 568-B.
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13.

14.

15.

16.

17.

18.

19.

20.

21.

[TpoBepka kpoccoBoro kabdemns Ethernet

[IporecTupyiiTe KpoccoBblit kabens Ethernet ¢ momorpio ycTpoicTBa 115 POBEPKH

Kabene.

Coenmunute nBa [1K ¢ momMomipo KpoccoBOTO Kabessi M MPOBEPHTE COCTUHEHHE
Hactpoiika 0OCHOBHBIX IApaMETPOB YCTPOUCTBA

Hacrpoiika MapmpyTusaropa ajsi 1oCTyna 1o mporokory SSH

ITpoBepka ceanca cBsi3u 10 mpoTokony Telnet ¢ momomisio mporpammer Wireshark
ITpoBepka ceanca cBsi3u 1o mpoTokony SSH ¢ momorsio mporpammsl Wireshark
Hactpoiika koMMyTaTopa Jjs IOCTyna 1Mo mpoTokory SSH

Hacrpoiika npotokosnia SSH B unTepdeiice koMaHIHON CTPOKH KOMMYTaTopa

[IpumepHble npeasiaraeMsple 3a1a4u

Tabmuua 1 — JlaHHbIe 7S BBITOTHEHHUS PaOOTHI

Howmep BapuanTa/N
2 1
M2 M
100 V1 Mob/c
1000 V2 Mob/c
10 V3 Mob/c
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7/

Y/

PucyHok - dusnyeckasa CTpyKTypa cetu

1. M1 — o6mas mmHa (Omni Bus). Bece kommbroTeps! mapauienbHO MOIKIIOYAI0TCS K OTHOW JTMHUU
cBsi3u. MHopmanus OT KaXJI0ro KOMIbIOTepa OJHOBPEMEHHO MEpelaeTcsi BCEM OCTaJIbHBIM
KomrbloTepaM. KoMnbroTepsl B IIMHE MOTYT NepeaBaTh TOJbKO 0 OUEPEH, TaK KaK JIMHUS CBSI3U
B JIaHHOM CJy4ae €JUHCTBEHHas. B Tomonoruum IIMHA OTCYTCTBYET SIBHO BBIPa)K€HHbIN
LEHTpaJIbHBIl A0OHEHT, 4epe3 KOTOpbI mepenaercs Bcs HMHGQOpMAIMs, 3TO YBEJIWYMBAET €€
HAJICKHOCTHh (BEIb TNPH OTKa3e IIEHTpa INepecTaeT (YHKIMOHHPOBATH BCS YIpaBisieMas UM
cucreMa).

M2 — konbio Ha kommyTatopax (Ring). JlanHele nmepenaroTcs mo konbily. [Ipu BbIXoAe U3 CTpost
OJIHOTO M3 KOMMYTAaTOPOB WJIM TOBPEXKICHUH UAYIIETO K HEeMY KabOels, CBSI3b OCYIIECTBISETCS
4yepe3 BTOPOM pe3epBHBIN KOMMyTaTop. TakumM 00pa3om, JaHHBIE MOXKHO IepefaBaTh Kak IO
YacOBOM, TaK U MPOTUB YacCOBOU cTpenku. Konbio mpeacrasiser cobor y1o0Hy0 KOHGUTYPAIUIO
JUIsL OpraHu3alid OOpaTHOW CBSI3W — JaHHbIE, C/AEJaB IMOJIHBIM 00OpOT, BO3BpALIAIOTCS K Y3Iy-
HUCTOYHHKY.

M3 — aktuBHas 3Be3na (Star). KomnbroTepbl MOIKIIOYEHBI K KOMMYTAaTOpY, KOTOPBI HampaBiseT
nepegaBaeMyro MH(OPMALIMIO OJJHOMY MJIM BCEM KOMIIblOTepaM ceTH. KoinyecTBo KOMMbIOTEPOB
MOJICETH OIPAaHUYEHO KOJIMYECTBOM ITOPTOB KOMMYTAaTOpa.

2. Cetb M2 cOCTOHUT U3 KOMMYTATOPOB, COCTWHEHHBIX B KOJbIO. st obecnieueHus: Tpedyemoit
ckopoctu (1000 M6/c) Betoupaem texnonoruto Gigabit Ethernet.

Ha ¢uznueckom ypoBHE AJis epeaun JaHHBIX MOTYT ObITh BBIOPAHbI CIEAYIOINE BApUAHTHI:
1. Butas napa kateropuu 3 (onucars).
2. Butas napa kateropuu 5 (onucars).

3. MHOroMO0BbIN BOJIOKOHOONTHYECKUN Kabesb (0nucaTh).

24



Bropoii kaHanbHBIA ypoBeHB pasnaensercs Ha aBa mnoxypoBHs: MAC u LLC. B ¢ynknuun MAC
YPOBHS BXOAAT oOOECIeUeHHe JOCTyNa K pa3feiseMOod cpeie M Iepegada KaipoB MEXIY
KOHEYHBIMHU y3JIaMH, HCIOJIb3YS (QYKIMH M YCTpoicTBa (hu3mueckoro ypoBHs. Ypoenb LLC
opranusyer MHTep(denc ¢ MpUIIETaroIuM K HEMY CETEBBIM YPOBHEM M OOECIIEYHBAET JIOCTABHKY
KaJIpOB C 33JJaHHOM CTENEHbIO HAJCKHOCTH.

Paccrostnue Mexny KoMMmyTaTopamMu He JOJDKHO mpeBblmiaTh 100 METpOB IpH HCIIOJIB30BAHUU
BUTOM napsl 1 2000 METPOB C UCIIOJIB30BAHUEM ONTOBOJIOKHA.

[TpoBenem pacuer KOH(UTYpaLIUU CETH HAa PAOOTOCIIOCOOHOCTb.

Jns toro utoObl ceTh Ethernet, coctosimas u3 cerMeHTOB pa3aU4HON (U3MUYECKON HPUPOJIBI,
paboTaia KOppeKTHO, HEOOXO0IUMO, YTOOBI BHITIOTHSUIHCH TPH OCHOBHBIX YCIIOBUSI:

KonuuectBo cTranuumii B cetu He npeBbimaet 1024.

Y aBoeHHas 3ajepkka pacrnpoctpaHenus curnana (Path Delay Value, PDV) mexnay nByms cambiMu
yIQJICHHBIMHU JPYT OT Ipyra CTAHIIUSMH CETH HE TpeBbIIIaeT 512 OUTOBBIX HHTEPBAJIOB.

CymmapHas BeJMYMHA YMEHBILIEGHUS MEXKaIpOBOTO HWHTEpBalla IMpPH MPOXOXKICHUH BCEX
noToputeneit (Path Variability Value, PVV) ne nomxna npessimatsh 49 OUTOBBIX HHTEPBAJIOB.

Jlns pacuera cetu Ha pabotocriocodHOCTh BeiOepeM nmyTh K1 — K2 — K3.

Pacuer PDV npowusBenem B 0JHOM HampaBlIeHUH, TaK KaKk 000pyI0BaHUE U KaOelb OJHOPOTHBIC.
J1s1 BUTOM mapsl:

JleBonit cerment: 15,3+0,113*100=26,6.

Koneunsriit cerment: 165+0,113*100=176,3.

B cymme nonygaercs PDV, paBHoe 202,9 uro He npessiaet 512. CeTh paboTocnocoOHa.

st onTOBOIOKHA:

JleBonit cerment: 12,2+0,1*2000=212,2.

Koneunsrit cerment: 156,5+0,1%2000=356,5.

B cymme monmyuaercs PDV, paBnoe 568,7. Takum obpa3zom, s pabOTOCIIOCOOHOCTH CETH Ha
ONITOBOJIOKOHHOM Ka0ese HeoOX0IMMO YMEHBIIIUTh PACCTOSTHUE MEXKIY KOMMYTAaTOPaMHU.

Tabmuma 2 - BenuuuHbl 3afepkeKk IS pacyeTa JIBOMHOTO BPEMEHH MPOXOXKICHHS CHUTHAJIA
(3a1ep>KKH 1aHbI B OUTOBBIX HHTEPBAJIAX)

Maxe. Havanenenii | [IpoMexyTounsbIit Koneunsrit | 3anepxka Ha
Tum  cermenTa CErMEHT CErMEHT CErMEHT METp JUTUHBI
Ethernet LT,

M t0 t0 t0 t1
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1000BASE-T

100

15,3

42

165

0,113

1000BASE-FL

2000

12,3

33,5

156,5

0,1

Henarp pacuer PVV s Hamield ceTn He MMEET CMBICIIA, TaK KaK BHIOPAHHBIN MyTh KOPOTOK M HE

UMeEET MPOMEKYTOYHOI0 cerMenTa. Takum o0paszoM, u o kpureputo PVV cetb paboTocnocoOHa.

Tabmuua 3 - BenuuuHbl yMEHBIICHHUSI MEXKaJIpOBOIO MHTEpBaia JUIs pa3HbIX cerMeHToB Gigabit

Ethernet
CermeHnt Havaneneiii | [IpomexyTouyHslii
1000BASE-T | 16 11
1000BASE- 11 8
FL

[Tpuenem npumep MAC aapeca KoOMMyTaTopa, OH COACPKUT 48 OUT.

2 Oura

22 oura

24 oura

[TepBbie 2 OuTa 0O0BIYHO coaepkuUT koMOMHanuio 00, 4YTO O3Ha4aeT ajpec MHAMBUAYAJIbHBIM U

IIPUCBOEH POU3BOJUTENEM CETEBOM KapThl. OCTaIbHBIE MOTYT OBITH TPOU3BOJIBHBIMH.

Hanpuwmep:

00 0001110110001010110110 001011111100111111000111

VY no6Hel 3TOT aapec 3anucaTh B lecTHaaAnaTepuuHoM ucuncienuu: 06E2B6.2FCFC7.

1. CepBuchkl MrHOBeHHOTO 0OMeHa coobmeHusiMu. [Ipotokomnsl jabber 1 OSCAR (ICQ).
2. Tpexmepnsie mupsl B WEB. ®opmarst VRML, O3D, X3D.

3. Astomaruuecku rerepupyembie cetu NETSUKUKU u ENTROPY (Emerging Network To
Reduce Orwellian Potency Yield)

IIpumepHbIe TeMbl pedepaToB, cO00IIEHHI, TOKJIAI0B

4. OO06oO01eHHas CTPYKTypa TeIEKOMMYHUKAIITMOHHON CETH

5. Cetu onepaTtopoB CBSI3U

6. KopmopaTuBHble ceTn
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7. CymHocTh MapuipyTtu3auuu. [IpoTokosisl MappyTu3anuu.
8. Bunsl cepBruCcOB B KOMIIBIOTEPHBIX ceTsx. Pabora B cetu Internet.
9. Anpecanus ceTeil pa3iIM4HbIX KIACCOB.

10. ba3oBBIEe TEXHOIOTHH JOKAJIBHBIX ceTeil. Buabl nokanbHBIX ceTel. Tomomorus u
APXUTEKTYpa JIOKAUIBHON CETH

11. OcHOBOMIOJIATraIONIINE KOHIENIINHA U TEXHOIOrnU ceTel. Pu3ndyeckue KOMIOHEHTEI
CETH.

12. Hactpoiika ceteBoii iatsl 1 MogemMa. OOcnyxuBaHue ceTei. Y crpaHeHue
HEMOJa0K
B paboTe CeTH.

13. OcHOBBI HHPOPMAITMOHHOM 0€30IMaCHOCTH: YTPO3bl 0€30MaCHOCTH, HCTOYHUKH yIPo3,
METOIbI 00ecTieueHus 0€30MacHOCTH.

14. Pa6ora call-tienTpa u 00s13aHHOCTH CITY>KOBI ITOJICPIKKH.

15. CereBsle ciryx0bI 1 poTOKOINEI. KpaTkas xapakrepuctuka DNS, HTTP u HTTPS,
FTP, SMTP, POP3, IMAP4.

16. Ilouck u ycTpaHeHue HemoaaoK B ceTH. Mcmonb3oBanue moaenu OS| mis moncka
npooIieM.

17. TloaxiroveHue K npopaiaepy yciyr uarepHeta. [IpeobpasoBanue aapecos.
18. IIporokonsl TCP u UDP: paznuuus u chepsl npuMeHeHus. 3arojIoBKU MaKEeTOB.

19. OtcnexuBanue Tpaduka B KOpopaTuBHOM ceT. M ieHTudukaims HCoaHsIeMbIX
npunoxenuil. [lonnepxxka yaaneHHbIX M0JIb30BaTEIEH.

B kawectBe 3auera 1o auciuiuiiHe «KoMnbloTepHble CceTH» CTYJICHTY
npejyiaraeTcsl YCTHO OTBETUTh Ha JBa BOIPOCA U3 BBIIIEC MPEII0KEHHOTO MEPEUHs
BOIIPOCOB K 3a4€Ty WU BBIMOJHUTH TECTOBOE 3a[aHUE.

Kpumepuu oyenku:

[Ipu poBeneHnN 3a4eTa B BUJIE TECTa

- OIICHKA «3aYTE€HO» BBICTABIISIETCS 32 TECTOBOE 3aJlaHhe, €CIU CTYACHT Jaj
npaBUJIbHBIE OTBETHI HAa 17 13 20 BOPOCOB OJTHOTO U3 BApUAHTOB PAOOTHI.

- OIICHKA «HE 3a4TE€HO» BBICTABIISACTCS, €CIU CTYJAEHT Jall 16 u MeHee MpaBUIbHBIX
OTBETOB Ha BOIIPOCHI OJTHOTO M3 BApUAHTOB PaOOTHI.
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[Tpu mpoBeneHny 3aueTa B BUJIC WHAUBUYyAIbHON Oece bl

OneHKa «3a4TeHO» BBICTABIISIETCS CTYJIEHTY, €CJIM IPAMOTHO U3JI0KEHbI 1 000CHOBaH
BBIOOpP JOKYMEHTOB, Y4YalllMiicsi pellaeT TIOCTaBJIEHHYIO 3ajady. BeinmonHser
KaueCTBEHHO BeCh 00beM paboT. OTBETHII HA BOIIPOC ISl POBEACHUS 3a4eTa.
OrneHKa «He 3a4TEHO0» BBICTABIISICTCA CTYICHTY, €CJIM UMEIOTCS TpyOble MOTPEITHOCTH
B BBILICTIEPEUNCIICHHBIX KPUTEPUSIX OLIEHKA U HE OTBETUJ HA KOHTPOJIBHBIN BOIPOC
JUIS1 TPOBEJCHUSA 3a4€ETa.
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